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Memorandum ® © 


tm : [| (or 264-2) Date 6/25/89 


From : 


b7Cc 
Subject: 


UNAUTHORIZED ACCESS TO COMPUTER SYSTEMS AT 
LAWRENCE LIVERMORE NATIONAL LABORATORY (LLNL), 
LIVERMORE, CALIFORNIA; 

COMPUTER FRAUD AND ABUSE; 

00: SAN FRANCISCO 


Due to the fact that no further requests for assistance 
are anticipated at this time for the National Center for the 
Analysis of Violent Crime, please close captioned case. 


This case will be reopened should additional assistance 
be requested. 
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Lab Officials Seek to Contact Computer Hacker] 
~ Intruder Has Breached Low-Level Security at. Weapons Center: 


5 pee Press 
¢ 
e 


LIVERMORE, Calif., Dec. 
10-—A computer “hacker” who has 
breached low-level security at a top 
federal weapons laboratory about 
10 times in the past week is being 
urged by officials to contact the lab 
‘to find out what he wants.” 


:' The Lawrence Livermore Na- 


tional Laboratory has spent nearly 
$100, 000i lost resources and at- 
tempts to stop the invader, who 


‘pains access through a national 


fomputer communications network, 
a officials estimated. 

No files or data in the Seahiltens 
appear to have been altered. 
: “I’ve offered an invitation for him 
to call me through the media,” said 


Charles Cole, the lab’s computer’ 


security manager. “I’d like to talk to 

him. My number’s listed, or if he 

falled the laboratory, ie could get 
e very easily.” | 

' Lab officials also are sees 


SO PLEA PE 


trying to contact the hacker the next 
time he logs.onto their computers by 
leaving a message for him. 

“In one sense it would. be. nice if 
[the hacker] went away, but I’d 
rather he stayed with us for a while 
so we can find out what he wants,” 
Cole said. “What worries me is 


where is he [in the system} that we - 


don’t know about.” 

The lab, ruri by the University. of 
California at Berkeley, is one of the 
nation’s two centers for design, 


_ manufacture and testing of nuclear 
ae other i is at Los Ala- 


mos, N. 

No classified computer systems 
have been affected, Cole said. 

The hacker appeared in the lab’s 
computers last weekend and has 
been on. and off thé system since. 
The most recent appearance was 
Thursday night, Cole said. 

“As best we can determine, . he 
peut altered anything with the ex- 


" about what his problem i is.” 


“Jast month and by another hacker 


order a computer to replicate itself 


\ violated state laws as well. _ 


b6 
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ception of creating a password for 
himself so he can get back on,” he 
said. “But he hasn’t done anything. 
really destructive on. the sygtem, and 
before he would be inclined to do 
that, I. hope he would talk. to me 


The -infiltration is on’ ‘the same . 
system that was invaded:by a com- 
puter “virus” that struck hationwide 


two weeks ago. Both of the latest | 
invasions were through different |) 
holes in the system and there may | 
be other access points that have not é 
been pat fied, . 

Cole ‘said the intrusions do not | 
involve a virus, a program that can 


or send it on to.another compiiter. 

é@ hacker ‘already has broken 
federal laws that prohibit unautho- 
tized use of federal computer sys- 
tems, Cole said, and he may have : 
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a LLNL, ADVISED THAT THERE HAVE BEEN APPROXIMATELY TEN . 
a INCIDENTS: INVOLVING UNAUTRORIZED ACCESS TO VARIOUS UNCLASSIFIED ° 
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Lab Officials Seek to Contact Computer Hacker 
Intruder Has Breached Low-Level Security at Weapons Center 
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( Associated Press trying to contact the hacker the next ception of creating a password for 
' | LIVERMORE, Calif, Dec. time he logs onto their computers by himself so he can get back on,” he 
, 10O—A computer “hacker” who has leaving a message for him. said. “But he hasn’t done anything 
i breached low-level security at a top “In one sense it would be nice if _ really destructive on the system, and | 


federal weapons laboratory about [the hacker] went away, but I’d before he would be inclined to do 
J0 times in the past week is being rather he stayed with us fora while that, I hope he would talk to me 
| urged by officials to contact the lab | 80 we can find out what he wants,” about what his problem is.” 
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